Policy Compliance

Assess IT Systems Security

Reduce Risk by Continuously Complying with
External Requirements and Internal Policies

Compliance frameworks are legislative, industry or customer requirements designed to be guidelines
for managing individual data collection, permissible use, data sharing, storage or retention. Mainstream
understands compliance and offers policy and control guidance to ensure consistent improvement.

A key element is vigilance; constantly reviewing policy and configurations and remediating vulnerabilities.

Example - Strong Password Policy Compliance

Requirements

Strong Passwords « 12 Characters « Active Directory « Compare configura- Remediate exceptions
Required « Uppercase Group Policy set to tions to policy and re-assess
« Lowercase enforce password « Document Exceptions
« Alpha requirements « Prioritize Remediation
« Numerical « Review password
« Special Symbol configurations on
all machines

Full Policy Compliance Visibility

Executive Line of Sight Improved Security
Constant scanning detects any and all changes that can Establish a consistent process that aligns your internal
have an impact on policy compliance. Your team now has security strategy with external compliance requirements

the ability to address compliance gaps as they occur.
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