
 

Working From Home 
 
 A Roadmap for Remote Success 
 

 

 
 

In today’s world, working from home is the new norm. 
 

The challenge leaders face is making sure it’s done safely and securely. 
 

Checklist 
Connectivity 

฀ VOIP (handset, softphone, company #, or 
฀ Mobile phones (convenient, individual #) 
฀ Collaboration tools (maintain teamwork, facilitate workflow and staff connectedness) 

 
Hardware/Software 

฀ Computing device(s) 
฀ Accessories (monitors, printer/scanner) 
฀ Access to organizational infrastructure (services/resources, VPN, licensing) 

 
Security 

฀ Endpoint Security 
฀ Patching (routine) 
฀ Anti-malware 
฀ Policy (rules and expectations about behavior and usage) 

 
Home Network Security 

฀ VPN 
฀ Firewall 
฀ Wireless security 
฀ Eliminate default settings 
฀ Segmentation  
฀ Authentication (Unique IDs, Strong passwords, Multi-factor) 
฀ Monitoring 
฀ Tool and environment familiarity (reduce risk from phishing/spoofing attacks) 
฀ Security Awareness Training (recognize threats and understand expectations) 

 
 

Remove the guesswork | Implement BEST PRACTICES with ease and certainty! 
For details, send an email to info@mainstream-tech.com 

 


